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Introduction



What is Money Laundering?
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 Traditionally, money laundering is the process by which a person conceals the existence,
nature or source of the proceeds of illegal activity and disguises them to make them appear
legitimate.

 Money laundering sustains all types of criminal activity that generates proceeds – drug
trafficking, alien smuggling, illegal gaming, political corruption, illegal arms sales, and all
types of fraud.

 Money laundering also facilitates terrorism.

 Tax fraud and violations of foreign currency controls also can figure in money laundering
schemes.

 Criminals launder money to keep the enterprise growing and profitable, to diversify into
“legal” businesses and, primarily, to enjoy the fruits of their labors – all under the radar
screens of governmental authorities.

 Criminals can bear the cost of laundering their proceeds and still turn an enormous profit.



What is Money Laundering in the Casino Context?
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 Casinos are vulnerable to being used to launder proceeds of illegal activity in the traditional
money laundering sense – to move money domestically and internationally and disguise the
illegal source of the funds, sometimes with minimal or no gaming activity.

 It is important to know that “money laundering” for casinos takes on many forms. No longer
is it simply about trying to make illegally obtained funds look as though they were legally
won (earned), or exchanging small denomination bills for large denomination bills.

 In the eyes of the government, money laundering can also involve simply gaming or
engaging in financial transactions with the proceeds of illegal activity – win or lose.

 Law enforcement and regulators have the perception that there is a great risk of money
laundering through casinos, even though there have been only a handful of cases over the
years.

 There also is a concern among law enforcement and regulators that the compliance culture
in casinos may continue to be weaker, especially in the marketing area – that the incentive to
maximize profits may trump compliance.



U.S. Anti-Money Laundering Regulatory Landscape
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 The Bank Secrecy Act and BSA Regulations:  31 C.F.R. 
Chapter X

 Money Laundering:  18 U.S.C. §§1956 and 1957

 Forfeiture:  18 U.S.C. §§ 981 and 982

 Economic Sanctions



• The Department of Justice (“DOJ”) is responsible for criminal 
enforcement of the BSA and money laundering criminal statutes.

• The Financial Crimes Enforcement Network (“FinCEN”), a bureau of the 
U.S. Treasury Department, is responsible for the civil enforcement, 
issuance of regulations, and interpretations of the BSA. 

• FinCEN delegates examination authority for casinos to a civil unit of the 
Internal Revenue Service (“IRS”).  The IRS-Criminal Investigation Division 
is responsible for investigating criminal violations of the BSA. 

• The Office of Foreign Assets Control (“OFAC”), a bureau of the U.S. 
Treasury Department, is responsible for administering and enforcing 
economic and trade sanctions in support of U.S. national security and 
foreign policy objectives.
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U.S. Enforcement Agencies and Regulators



The Bank Secrecy Act – Overview and Evolution
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 The Bank Secrecy Act (the “BSA”), often referred to by casinos as Title 31, is the main
source for AML recordkeeping, reporting, and compliance program requirements for
casinos and other financial institutions.

o Casinos were designated as financial institutions under the BSA in 1985 and
have been required to maintain BSA/AML compliance programs since 1995.

 The statutory purpose of the BSA is to provide authority to the Secretary of the Treasury to
require reporting, recordkeeping, and compliance program measures for financial
institutions that are useful in criminal, tax and regulatory investigations and proceedings
and, since 2001, to fight international terrorism.

 The BSA requires that financial institutions – which includes casinos - implement and
maintain effective and risk-based AML compliance programs, which must include internal
controls to ensure ongoing compliance, independent testing, training, dedicated
compliance personnel, transaction and suspicious activity reporting, and know your
customer and customer due diligence procedures.



Why Casinos?
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 In 1984, following some high profile cases of drug money laundering in Atlantic City
casinos, the Department of the Treasury proposed designating casinos as financial
institutions and subjecting them to certain BSA requirements.

 The government’s concern was that casinos offered financial services and the ability to
move funds domestically and internationally similar to banks.

o Customers could exchange currency, cash checks, and send and receive wire
transfers through casinos.

o Criminals would move money through a casino under the guise of gaming or
with minimal gaming.



Criminal Money Laundering Laws – 18 U.S.C. 1956 and 1957

14

 In addition to BSA compliance, casinos must be concerned with preventing liability for the
crime of money laundering and related forfeiture actions.

 Under the money laundering statutes, it is a crime to engage in a financial transaction with
the knowledge that the proceeds involved are the proceeds of unlawful activity.

o Knowledge includes the concept of willful blindness – deliberate avoidance to
gain positive knowledge when faced with a high likelihood of criminal activity,
i.e., ignoring red flags.

 The government is not required to establish that the person knew the specific unlawful
activity in which the customer engaged, but only that the person knew that the proceeds
were derived from some form of unlawful activity.

 An effective BSA/AML Program, while not a defense, should protect a casino equally
from potential liability for the crime of money laundering and to defend against a related
forfeiture action.



Sanctions Law
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 Separate from the BSA, casinos must comply with OFAC requirements that prohibit U.S.
entities from engaging in transactions involving sanctioned jurisdictions, entities, and
individuals.

 In general, OFAC regulations require institutions to:

o Block (“freeze”) accounts and other property of sanctioned parties.

o Prohibit or reject unlicensed trade and financial transactions with specified
countries, entities and individuals.

 Risks for non-compliance include severe civil and criminal consequences for companies
and individuals.

 Consistent and robust policies and practices for identification verification and sanction
lists checks are necessary to ensure compliance with sanctions law. These checks should
be conducted as part of all protocols involving patron review and identity verification,
including when accounts are opened, when winnings are paid, and as part of KYC reviews
and SAR investigations.
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Distribution of parties designated by the United States
Designations

SDN assets are blocked and U.S. persons are generally prohibited from dealing with them.  
In many cases, it may also be a legal violation to refer transactions that would otherwise 
be prohibited to foreign persons or entities for the purposes of evading legal restrictions, 
or to otherwise facilitate transactions involving countries or persons subject to U.S. 
sanctions.  

Parties Sanctioned 
by the United States

1 to 9
10 to 20
21 to 50
50<

Parties Sanctioned 
by the United States 
in 156 Jurisdictions



Regulatory and Enforcement 
Trends and Recent Actions
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• Since 9/11, there have been waves of BSA/AML regulatory actions against banks and 
other financial institutions with ever-increasing civil money penalties and expensive 
and burdensome remedial measures.  Since 2013, there has been a heavy 
enforcement focus on casinos.

• Where there have been serious BSA/AML compliance program violations, especially 
breakdowns in internal controls coupled with other BSA violations, like failures to file 
Suspicious Activity Reports, FinCEN and bank regulators have assessed even larger 
civil penalties.

• Where the deficiencies have involved drug trafficking, terrorist financing, illegal 
gaming, Ponzi schemes, other types of fraud or  egregious BSA violations, financial 
institutions also have been subject to criminal enforcement actions, including 
Deferred Prosecution Agreements (“DPAs”) or Nonprosecution Agreements (“NPAs”) 
with the DOJ and the U.S. Attorneys’ Offices.

• Examiners, including the IRS, that were satisfied with a financial institution’s BSA/AML 
program in one examination cycle may be critical in the next based on the practices 
that they have seen at other financial institutions or the knowledge that they have 
gained as a result of enforcement actions.

Regulatory Environment
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*Note: 2018 figures as of 5/3/2018.

Recent BSA/AML Regulator Enforcement Actions
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Other Industries 
Number of Federal Resolutions: 2

Penalty Range: $5.9 million to $15 million
Average Penalty: $10.5 million

Money Services Businesses
Number of Federal Resolutions: 4

Penalty Range: $700,000 to $586 million
Average Penalty: $175.4 million
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Community/Mid-Size Banks
Number of Federal Resolutions: 14

Penalty Range: $400,000 to $102 million
Average Penalty: $16.1 million

Large Banks
Number of Federal Resolutions: 11

Penalty Range: $38 million to $1.7 billion
Average Penalty: $487.9 million

Since 2002, DOJ has assessed ~$6.4 billion in BSA/AML corporate criminal penalties.  

Federal BSA/AML Criminal Enforcement Actions

Card Clubs/Casino
Number of Federal Resolutions: 4

Penalty Range: $2.3 to $47.4 million
Average Penalty: $15.4 million

*Note: Figures as of 5/3/2018.
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In 2018, Regulators are focusing on:

• Risks from traditional money laundering schemes

• Evolving vulnerabilities resulting from the rapid pace of technological change and cybersecurity 
threats

• Third parties

• Sufficient Know Your Customer programs

• Suspicious activity identification, monitoring, and reporting

• Registration and participation in 314(b) sharing

• Cryptocurrency

• Illegal sports betting 

• Inclusion of occupation, phone number, and email in CTRs

• Risk assessment processes, policies, and procedures

BSA Supervisory Priorities and Examination Trends 



BSA Enforcement 
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 There has been increased coordination among multiple enforcement agencies and different
regulatory authorities at the state and federal level in investigating and bringing
enforcement actions.

 Penalties can be assessed, not just against a casino, but against individual officers and
employees.

 Violations can result in imprisonment, large fines and penalties, regulatory obligations, and
enforcement actions. Remedial obligations are common and expensive and may entail
hiring third parties, special reporting, and, in the most egregious of cases, a monitorship.

 Liability can be based on “willful blindness” –
deliberately avoiding gaining positive knowledge
when faced with a high likelihood of criminal
activity, i.e., ignoring and failing to escalate red
flags for investigation.



BSA Criminal and Civil Cases Against Casinos
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 In recent years, there have been a number of cases involving casinos:

o Las Vegas Sands (2013) - $47.4 million forfeiture and Criminal Non-
Prosecution Agreement.

o Tinian Dynasty (2015) - $3.04 million forfeiture and Criminal Non-
Prosecution Agreement and $75 million civil penalty by FinCEN. The two
responsible managers were subject to Non-Prosecution Agreements. One of
the managers also paid a $5,000 civil penalty and was barred from the casino
industry by FinCEN for life. The casino has been closed.

o Trump Taj Mahal (2015) - $10 million FinCEN penalty.

o Normandie Casino (2015) – Guilty plea and $2.4 million in criminal
penalties and forfeiture, and the state revoked its gaming license.

o Caesars Palace (2015) - $8 million FinCEN penalty and a related $1.5
million state penalty.



BSA Criminal and Civil Cases Against Casinos
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 In recent years, there have been a number of cases involving casinos (continued):

o Oaks Card Club (2015) - $650,000 FinCEN penalty.

o CG Technology d/b/a Cantor Gaming (2016) – $16.5 million in criminal
penalties and forfeiture and Non-Prosecution Agreement, in addition to $12
million civil penalty imposed by FinCEN.

o Sparks Nugget (2016) - $1 million FinCEN penalty.

o Hawaiian Gardens Casino (2016) - $2.8 million FinCEN penalty.

o Artichoke Joe’s (2017) - $8 million FinCEN penalty, reduced to $5 million in
2018.



Points to Emphasize about the BSA Casino Cases 
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 The Tinian case arose out of a government sting.

 BSA enforcement actions can be brought against employees, officers and directors, as was
the case with Tinian Dynasty.

 FinCEN assessed a penalty and barred the manager in Tinian from future employment with
any casino or other financial institution under the BSA.

 The owners of Normandie Casino had their gaming license revoked by the California
gaming authorities.

 In the Artichoke Joe’s case, FinCEN alleged that the card club had inadequate controls and
AML program and the card club was willfully blind with respect to loan-sharking
operations and suspicious transfers of high-value gaming chips at the club.

 In an unprecedented action, FinCEN reduced Artichoke Joe’s penalty by $3 million (from
$8 million to $5 million) six months after its imposition, conditioned on the club meeting
several criteria for enhancing BSA compliance efforts.
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“When a company discovers corporate misconduct and quickly raises its hand and tells us 
about it, that says something.  It shows the company is taking misconduct seriously and not 
willing to tolerate it. And we are rewarding those good decisions.”

– John Cronan, Principal Deputy Assistant Attorney General, DOJ Criminal Division (March 1, 2018) 

Voluntary Self-Disclosure

• A company’s timely and voluntary disclosure of misconduct is an important factor DOJ 
will consider when assessing penalties. 

• In November 2017, DOJ announced its FCPA Corporate Enforcement Policy 
(formalizing aspects of a 2016 pilot program), which provides for, absent “aggravating 
circumstances,” a presumption of a declination for a company that voluntarily 
disclosed misconduct, fully cooperates, timely and appropriately remediates, and 
disgorges profits.  How that policy influences DOJ credit for voluntary self disclosure in 
other contexts is unclear.

• In October 2016, DOJ provided guidance regarding voluntary self-disclosures in export 
control and sanctions violations.  To be deemed voluntary, a company must disclose 
conduct “prior to an imminent threat of disclosure or government investigation,” 
“within a reasonably prompt time after becoming aware of the offense,” and with all 
relevant facts.



• Various enforcement actions suggest that regulators will continue to focus on individual 
accountability.  
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Individual Liability

“We aim to set the right tone about white-collar crime throughout the 
Department. The cases can be challenging and time-consuming. We are fostering a 
culture that supports and promotes the investigation and prosecution of individual 
perpetrators of corporate fraud. . . . By effectively combating corporate misconduct 
and prosecuting individuals when appropriate, we can protect Americans from 
fraud . . .”

– Rod Rosenstein, Deputy Attorney General (October 6, 2017)

“Compliance professionals occupy unique positions of trust in our financial 
system. When that trust is broken, it is important that we take action so that the 
reputations of thousands of talented compliance officers are not diminished by 
any one individual’s outlying egregious actions.”

– Jamal El-Hindi, Deputy Director, FinCEN (May 4, 2017)



Fast-Changing and Increasing Sanctions Regime
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 Over the past two years, new sanctions programs have been instituted very quickly, black-listed
entities have been added and removed at an unprecedented pace, and the number and severity of
enforcement actions – at both the federal and state level – have increased remarkably.

 Since 2009, there has been a 40% increase in the number of individuals and entities on the
SDN black-list.

 OFAC and other export-control agencies expect companies to implement risk-based compliance
programs and have increasingly demonstrated willingness to impose severe penalties for serious
sanctions violations.

Active OFAC Sanctions Programs
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Casino Compliance: Best 
Practices and Trends
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Promoting a Culture of BSA/AML Compliance

Regulators have characterized corporate culture as “critical” to a company’s 
BSA/AML compliance efforts, and in 2014, FinCEN issued an Advisory to U.S. 
Financial Institutions on Promoting a Culture of Compliance, which FinCEN in 
2016 reinforced specifically for Casinos. 

Key components include: 

1. “Tone at the Top” – Management and the Board should be actively 
engaged in compliance issues and lead by example 

2. Refusing to compromise compliance for the sake of revenue 

3. Adequate authority and independence for the BSA/AML function
(continued)

Sources: FinCEN, Advisory to U.S. Financial Institutions on Promoting a Culture of 
Compliance (August 11, 2014)
FinCEN, Culture of Compliance and Casinos (October 3, 2016)
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Promoting a Culture of BSA/AML Compliance

4. The organization must devote adequate capital and human resources, 
including technology resources, to its compliance function relative to 
its risk profile

5. Compliance program is regularly tested and evaluated by 
independent third parties

6. Leadership and staff understand the purpose of BSA/AML reporting 
and how the information they report is used

7. Effective internal information sharing that keeps compliance staff 
informed about risks and processes throughout the organization

8. Compliance as an element of compensation and performance
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“[W]e must continue to increase the transparency and accountability in 
the financial system, which underpins much of our economic 
statecraft. A strong and effective AML/CFT framework keeps illicit 
actors out of the financial system, and allows us to track and target 
those who nonetheless slip through. This framework must address the 
evolving forms of illicit finance threats that we face. . . . In particular, we 
must make sure that financial institutions are devoting their resources 
towards high value activities and are encouraged to innovate with new 
technologies and approaches. In recent years, for example, financial 
institutions have become more proactive in their AML/CFT approach, in 
some cases building sophisticated internal financial intelligence units 
devoted to identifying strategic and cross-cutting financial threats.”

-Congressional Testimony by Sigal Mandelker
Undersecretary, Terrorism and Financial Intelligence

U.S. Department of the Treasury
January 17, 2018

BSA Supervisory Priorities and Examination Trends 
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• Casinos are required to establish and maintain a written AML program reasonably 
designed to effect and monitor compliance within the requirements of the BSA:  

o Compliance officer(s) to ensure day-to-day compliance;

o A system of internal controls to ensure ongoing compliance;

o Training of casino personnel, including on identifying unusual and suspicious 
transactions;

o Internal and/or External Independent Testing – the scope and frequency to be 
commensurate with the AML and terrorist financing risk posed by the casino’s 
products and services; and

o Procedures to use all available information to comply with the requirements to 
obtain customer information and to report suspicious activity, and to use 
available automated systems to support compliance.

• Effective, fully implemented compliance programs can be a deterrent, but not a defense, 
to regulatory and criminal enforcement actions.  The best defense is a good offense.

AML Compliance Programs
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• FinCEN expects a strict governance and oversight structure with:

o Defined roles for everyone from the Board and Senior Management to 
employees – everyone who contributes to the success of the Program –
and consequences for non-compliance.

o Effective communication:  Regular reporting to Compliance from within 
the organization and from Compliance to Senior Management and the 
Board – both with respect to progress and problems.

o Prompt and organized remedial actions to address compliance issues 
identified internally and externally.

o Performance incentives for good compliance and consistent discipline for 
non-compliance.

• The goal is sustained compliance and management of the AML risk.

AML Compliance Programs - Governance



Kenneth A. Blanco, FinCEN Director
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(Aug. 14, 2018) - “A robust enforcement program helps protect against vulnerability.  For example, in May 2018, FinCEN
settled its penalty action against Artichoke Joe’s Casino…FinCEN’s investigation identified several troublesome failures. 

First, we learned employees—including senior managers —observed loan sharking and other illicit activity taking place on 
the gaming floor.  The activity was not reported. 

Second, there was a failure to address risks associated with some of the gaming practices offered by Artichoke…

Third, Artichoke Joe’s made use of propositional players (players paid by the gaming establishment to wager at a game) to 
generate interest in games. Artichoke Joe’s had no procedures for obtaining and utilizing information from propositional 
players who may have observed suspicious transactions. Again, this is an area where FinCEN had previously provided 
guidance.

Finally, another lesson learned from the Artichoke Joe’s case is the importance of ensuring that gaming establishments 
address some of the “basic” requirements outlined in the regulations.  For years, Artichoke Joe’s operated under a written 
compliance program riddled with blank passages or placeholder language. It was never completed.  

Artichoke Joe’s conducted its first independent test in August 2011, following the execution of search warrants and arrests by 
state and federal officials.  Neglecting fundamental issues such as the need for independent testing heightens the risk that 
your gaming establishment will be exploited by criminal actors.

The Importance of Strong, Risk-Based Compliance Programs

• FinCEN’s action against Artichoke Joe’s highlights the importance of adequate compliance 
programs, to help prevent illicit conduct at casinos and to mitigate risks of enforcement.



KYC Program
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 As part of a casino’s BSA/AML Program, FinCEN expects that
casinos implement Know Your Customer programs.

 To assist with identifying suspicious activity and to weed out
customers who may pose a risk of significant actual or potential
AML liability, there must be a formal KYC Program that
includes due diligence reviews on larger patrons (cash and credit
patrons at an established threshold) and patrons who pose an
increased money laundering risk, e.g., if a subpoena is received.

 The goal is to verify a patron’s legal source of funds for gaming
and rule out, to the extent possible, that the patron has an illegal
source of funds.

 In conjunction with the KYC Program, there also should be an
escalation process to determine whether to bar a customer based
on a KYC review or because of activity identified in the SAR
process.
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• Suspicious activity reporting is a cornerstone of the BSA reporting system.

• Casinos must file SARs with FinCEN (generally, within 30 days of determining that a 
transaction is suspicious) if the casino knows, suspects or has reason to suspect that a 
transaction, transactions, or attempted transactions by, at or through the casino 
aggregate to $5,000 or more and –

o Involve money laundering or funds derived from illegal activity;

o Are designed to evade the BSA, including through structuring; 

o Have no business or apparent lawful purpose or are not the sort of 
transactions in which the particular customer would normally be expected to 
engage, and the casino knows of no reasonable explanation; or 

o Involve the use of the casino to facilitate criminal activity.

 Federal law prohibits notifying the person involved in a possible suspicious transaction 
or any other party that the transaction has been reported as suspicious.

The Importance of Suspicious Activity Reporting
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• FinCEN and the regulators expect casinos to implement policies and procedures that require 
employees to identify suspicious activity as it occurs, to develop and implement risk-based 
back-end transaction monitoring systems, and to maintain effective reporting processes and 
systems as part of an effective BSA/AML program.

• Law enforcement has increasingly stressed the importance of suspicious activity reporting 
and including sufficient details within those reports.  BSA reports are routinely analyzed by 
prosecutors and criminal investigators around the United States.  The information can:

o Serve as a tip to start a criminal investigation or to expand an ongoing 
investigation.

o Be shared with foreign law enforcement to facilitate cross-border investigations.

o Help the government understand and address emerging criminal and terrorist 
trends and threats.

• The BSA ensures that records relating to customers and transactions are retained 
consistently and can be obtained if needed in criminal, tax and regulatory investigations, 
prosecutions and forfeiture actions

The Importance of Suspicious Activity Reporting
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Types of Suspicious Activity Monitoring

• Structuring

• Minimal Play

• Walking with a large amount of chips

• Walking in with a large amount of cash

• Frauds against the casino, including cybercrime

• Use of casino for illegal sports gaming

• Third-Party Payments

• Bill Stuffing

• Reason to believe that a customer has committed a 
financial crime, corruption, or identity crime.
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Currency Transaction Reporting (“CTR”)

• CTRs are required to be filed for currency transactions greater than $10,000 (U.S. or 
foreign equivalent) that are conducted by or on behalf of the same person by, through or 
to the casino on the same gaming day.

• Transactions of the same type (cash-in or cash-out) of $10,000 or less must be aggregated, 
and a CTR must be filed, if the casino has knowledge that the transactions exceed $10,000 
on the same day either through systems or the personal knowledge of employees.

• Customers conducting CTR reportable transactions must be identified and their identity 
verified by viewing a reliable government-issued identification document



Kenneth A. Blanco, FinCEN Director
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(Aug. 14, 2018) - “FinCEN is able to do important things with the data that casinos and 
other financial institutions provide every day.  Together, financial institutions and FinCEN
play a critical role in keeping our country strong and prosperous, our financial system 
secure, and our communities and families safe from harm….The reports your casinos file 
matter.  They are valuable.  They make a difference. 

I also want to note that while BSA data may not assist with specific investigations, that 
does not mean that it is any less valuable.  FinCEN and law enforcement officials 
regularly analyze and work with the data to connect networks, to understand trends and 
typologies, and to develop red flags which assist financial institutions and law 
enforcement. 

When we combine this data with open source data and information from law 
enforcement, we can see so much more.  We can map out connections that we would not 
otherwise see or even know about.  These networks would otherwise remain in the 
shadows.”

The Importance of SARs and BSAs
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BSA/AML Training and Tone from the Top

• Formal Training Program

• Tailor Training for Specific Function

• Training Board and Senior Management

• Remedial Training if issues are identified

• Outside Training Requirement for Compliance Personnel

• Ongoing Communications to Supplement Training
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BSA General Recordkeeping Requirements and Funds 
Transfer Recordkeeping Requirements and the Travel Rule

• Generally, the recordkeeping requirements largely apply to records that a casino keeps in 
the normal course of business.  Records must be kept for five years in an accessible 
manner.

• Under the BSA and bank regulatory requirements, there are specific requirements for 
information that must be maintained for transfers of funds of $3,000 or more. 

• Financial institutions cannot arrange transactions to make them less transparent or to 
disassociate the name of a customer from a record, e.g., to allow customer transactions to 
originate from internal accounts of the casino for the purpose of obscuring the source of 
the funds.

• Casinos must keep records with respect to each deposit of funds, account opened or line 
of credit extended for each person listed on the account.  The identity of patrons must be 
verified using a reliable government-issued identification document, as with CTRs.
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• Address third-party payment risk, file SARs at certain threshold if the relationship between 
the patron and paying party is not logical, e.g., a close family member.  Emerging best 
practice is not to apply payment to debit or accept payment from third parties or 
businesses not owned or controlled by the patron.

• Compliance considered in compensation and performance decisions and discipline 
consistently applied for failure to adhere to BSA/AML policies and procedures.

• Formal risk assessments that are regularly updated and consider the risks posed by 
the casino’s business, location, and customers.

• Work with IT to identify cybersecurity checks that must be reported under FinCEN 
guidance.

• Procedures for dealing with individuals who enter a casino with large amounts of 
cash.

• Register and use Section 314(b) information sharing.

• Maintaining sufficiently deep KYC process that: (1) is risk-based; (2) reaches a 
sufficient number of patrons and patrons who pose higher risks; and (3) includes a 
process for customer banning.

Best Practices



Hot Issues in Casino AML 
Compliance & What’s to Come
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• There has been recent discussion with FinCEN, the IRS, and the AGA on the issue of 
obtaining occupation information for CTRs. 

• FinCEN expects to incorporate in procedures and practice a requirement that casino 
personnel collect and record occupation, telephone, and email information as part of CTR
compliance.   FinCEN does not regard these fields as optional. 

Requiring Occupation, Telephone, and Email in CTRs
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• There should be an established process for banning playing based on BSA/AML 
concerns and controls to enforce the ban.

• It is inherent in the KYC requirement that if a player is identified with an illegal source 
of funds or a legal source of funds cannot be verified, that player cannot be retained.  
Further business with the patron could be considered money laundering.

• Revenue concerns cannot enter the calculation on player retention.

• Compensation and bonuses should not be impacted by lost revenue when customers are 
banned for BSA reasons to encourage employees to identify potential suspicious activity.

• While there is no magic number of SARs that should lead to a banning consideration, even 
one SAR should result in a ban if there is a concern that the person has an illegal source of 
funds or is using the casino for illegal purposes.

Banning Customers
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• Although an ever increasing number of states have legalized marijuana to various 
extents, it remains illegal under federal law.  As such, funds originating from marijuana 
businesses in the United States are illegal proceeds under AML laws.  

• Most financial institutions, therefore, refuse to do business with or accept payments 
from marijuana businesses and to varying degrees, their principals and employees.

• Routinely, a casino may not know if a patron’s employer or source of funds is a 
marijuana business, particularly in the absence of a KYC or SAR review.  

• Risk tolerance will vary but the safest course of action available if the casino identifies a 
patron whose main source of funds is a marijuana business is not to conduct business 
with the person.

• There is FinCEN guidance, now under review, that “allows” financial institutions to 
provide services to marijuana businesses acting legally under state laws and regulations, 
if very complicated and burdensome due diligence measures are followed.

• These same measures would appear necessary to be comfortable with the source of 
funds of a principal and possibly employee of a marijuana business.

• State gaming regulators’ views also must be considered.

Marijuana Businesses
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SAR Sharing and 314(b)

• Section 314(b) of the USA PATRIOT Act permits financial institutions to share information 
with one another to better identify and report potential instances of money laundering or 
terrorist financing. 

o Section 314(b) information requests may only be for identifying and, where 
appropriate, reporting activities that the casino suspects may involve possible 
terrorist activities, or money laundering.

• Section 314(b) provides a safe harbor from liability so long as the financial institution 
complies with the regulations.  In other words, a person cannot successfully sue a casino 
for sharing information with another financial institution.    

• The Section 314(b) information sharing program is voluntary, but FinCEN has very strongly 
encouraged casinos to participate in 314(b) information sharing. 

• It is a regulatory expectation that casinos should implement policies and procedures to 
encourage the identification of opportunities to use 314(b) to enhance SAR reporting and 
KYC Programs.

• The overall reliability of 314(b) sharing may be limited in practice. Banks may be reluctant 
to share with casinos because of concerns about how casinos will use and safeguard the 
information.



Kenneth A. Blanco, FinCEN Director
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(Aug. 14, 2018) - “Information sharing under 314(b) can be useful in a variety of ways. It may be particularly useful in 
helping casinos gain a better understanding of their customers’ sources of funds. As we have noted on multiple 
occasions, information on source of funds is critical to ensuring compliance with your SAR filing obligations…

Given the clear and significant value of this information sharing, I am concerned that the number of 314(b) 
registrations for casinos has decreased since last year.

At one point, there were over 200 casinos registered to share information, but today that number stands at 183. And 
with over 6,400 financial institutions participating in the 314(b) program, this means casinos make up only 2% of 
registrants.  This trend is surprising to me.

This is an area that we want to work with you on, to make sure that we communicate clearly the benefits and 
importance of the 314(b) program so that all of you can better understand its importance…The program is voluntary, 
but FinCEN strongly encourages all financial institutions, including casinos, to participate…

If your casino has made a conscious choice not to take advantage of information sharing through the 314(b) program, I 
would like to know why.  If you have questions or concerns regarding the 314(b) program, please share them with 
FinCEN. FinCEN’s website has details on how to take advantage of this program and the benefits of doing so, and our 
resource center is always available to help you through the process.

The Importance of Information Sharing
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• Acceptance of Bitcoin and other digital assets.

• Some smaller casinos have put Bitcoin ATMs in their hotel lobbies that convert Bitcoin to 
dollars, but as far as we know, none accept Bitcoin yet.  

• There is law enforcement concern that digital assets are used in money laundering and 
terrorist financing conduct.  

• Ultimately, the view of casino state regulators will dictate whether and how casinos may 
accept payments and otherwise deal in cryptocurrency. 

Cryptocurrency
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(Aug. 14, 2018) - “One area we have seen garner more attention is in the virtual currency space…I mention this because 
we must constantly be looking to the future and seeing how these new technologies impact and are integrated with our 
financial institutions, including casinos and card clubs.

Remember that you need to understand the products and services you offer and mitigate the risk associated with them, 
as appropriate.

Whether you are integrating virtual currencies into your casino or just creating a new platform to deal with sports 
betting after the Supreme Court decision, let us make sure that we do so in a responsible manner that is mindful of your 
obligations under the BSA.

New technology or new innovative areas do not absolve you of your AML/CFT responsibilities; indeed, you must always 
ask yourself how you will meet these important responsibilities.

Cryptocurrency
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• In 2016, FinCEN issued an advisory regarding cyber threats, outlining expectations regarding:

o Reporting cyber-enabled crime and cyber events through SARs, including significant 
unsuccessful attempts.  

o Including relevant cyber-related information in SARs when available (e.g., IP 
addresses, time stamps, virtual-wallet information, etc.). 

o Collaboration between BSA/AML units and in-house cybersecurity units to identify 
suspicious activity.

• There should be written parameters for when IT will refer cyber events to the casino in order 
for SARs to be filed in accordance with FinCEN guidance.  FinCEN has clarified that this only 
pertains to the casino, not hotel. 

• The hardest issue is to determine which unsuccessful or attempted event should be reported 
under the guidance.

• Local and other federal regulators and law enforcement also have reporting requirements for 
cyber events and encourage the sharing of information regarding cyber events, even if not 
required to be reported. 

Cyber Events

• Implementation of the cyber guidance and convergence 
between BSA/AML compliance and cybersecurity.    
Increasingly, U.S. regulators expect financial institutions to 
incorporate cyber threat information into SARs.
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• The enforcement pendulum for casinos and other financial institutions is not likely to swing 
back. 

• A BSA/AML program must constantly evolve to address money laundering and regulatory 
risks.  The program is never finished.

• Compliance measures must be operationalized, consistently applied, and routinely modified 
and adjusted to sustain compliance.

• Casinos can expect that the IRS and FinCEN will continue to find fault to some degree and 
make recommendations for improvements.  A perfect exam is a rare commodity.
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Stephanie L. Brooker, former Director of the Enforcement Division at the U.S. Department of Treasury’s Financial Crimes Enforcement Network (FinCEN) and a former federal
prosecutor, is a partner in the Washington, D.C. office of Gibson, Dunn & Crutcher. She is Co-Chair of the Financial Institutions Practice Group and a member of White Collar
Defense and Investigations Practice Group. As a prosecutor, Ms. Brooker served as the Chief of the Asset Forfeiture and Money Laundering Section in the U.S. Attorney’s Office for
the District of Columbia, tried 32 criminal trials, and briefed and argued criminal appeals.

Ms. Brooker’s practice focuses on internal investigations, regulatory enforcement defense, white-collar criminal defense, and compliance counseling. She represents financial
institutions, multi-national companies, and individuals in connection with criminal, regulatory, and civil enforcement actions involving anti-money laundering (AML)/Bank Secrecy
Act (BSA), sanctions, anti-corruption, securities, tax, wire fraud, and sensitive employee matters. Ms. Brooker’s practice also includes BSA/AML compliance counseling and due
diligence and significant criminal and civil asset forfeiture matters. Ms. Brooker was named a 2018 National Law Journal White Collar Trailblazer and a Global Investigations Review
Top 100 Women in Investigations.

Before joining Gibson Dunn in April 2016, Ms. Brooker served as the first Director of FinCEN’s Enforcement Division, which is the lead federal regulator with responsibility for
enforcing the U.S. AML laws and regulations. In this role, she oversaw all of FinCEN’s domestic and foreign enforcement and compliance under the BSA, such as civil money penalty
actions and injunctions against a wide range of financial institutions, including banks, credit unions, money services businesses, virtual currency entities, casinos, broker-dealers,
futures, insurance, and dealers in precious metals, stones and jewels. She also oversaw rulemaking actions under Section 311 of the PATRIOT Act against foreign institutions and
jurisdictions and Geographic Targeting Orders.

As Enforcement Director, Ms. Brooker also oversaw for the agency litigation of contested enforcement actions, including several cases of first impression in federal court handled
by the Department of Justice (DOJ) on behalf of the agency. She also oversaw examinations of regulated financial institutions and development of compliance strategies. Ms.
Brooker worked closely with a wide range of state and federal partners, including DOJ/Asset Forfeiture and Money Laundering Section, U.S. Attorneys’ offices, State Department,
Securities and Exchange Commission, Federal Reserve Board, Office of the Comptroller of the Currency, Federal Deposit Insurance Corporation, Consumer Financial Protection
Bureau, Financial Industry Regulatory Authority, and the Conference of State Bank Supervisors. Prior to serving as Enforcement Director, Ms. Brooker served as Chief of Staff and
Senior Advisor to the Director of FinCEN.

Ms. Brooker served from 2005 to 2012 as an Assistant U.S. Attorney in the U.S. Attorney’s Office for the District of Columbia, where she served as the first Chief of the new Asset
Forfeiture and Money Laundering Section from 2010 to 2012. This Section was responsible for all asset forfeiture and money laundering issues in Criminal Division cases and for
litigation of civil forfeiture cases. In this role, she investigated and prosecuted complex civil and criminal forfeiture cases involving high-priority enforcement areas, such as national
security, sanctions violations, and major financial fraud. She established the USAO’s first DC Financial Crimes Task Force and supervised the investigation and prosecution of BSA
and money laundering cases. In 2012, she received the U.S. Attorney’s Award for Creativity and Innovation in Management. She was awarded three Special Achievement Awards
for Superior Performance and the Office’s Criminal Division Award.

Ms. Brooker clerked for Judge Diana Gribbon Motz of the U.S. Court of Appeals for the Fourth Circuit and for Judge James Robertson of the U.S. District Court for the District of
Columbia. She also worked in private practice as an appellate litigation associate at an international law firm. She graduated magna cum laude in 2001 from Georgetown
University Law Center, where she served as Managing Editor of Georgetown Law Journal and was elected to the Order of the Coif. She graduated with highest distinction from
Northwestern University with a B.S. in Journalism in 1996. She was also selected as a Harry S. Truman Scholar.
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Kendall Day is a partner in the Washington, D.C. office of Gibson, Dunn & Crutcher. He is a member of the White Collar Defense and Investigations and the Financial
Institutions Practice Groups. As a prosecutor, Mr. Day served as an Acting Deputy Assistant Attorney General, the highest level of career official in the Criminal Division
at the U.S. Department of Justice with responsibility for the work of more than 200 prosecutors and professionals. He began his career as a trial attorney during which
he prosecuted and tried complex and sensitive cases, including cases against a Member of Congress, a New York State Supreme Court Judge, and other elected public
officials.

Mr. Day’s practice focuses on internal investigations, regulatory enforcement defense, white-collar criminal defense, and compliance counseling. He represents
financial institutions, multi-national companies, and individuals in connection with criminal, regulatory, and civil enforcement actions involving anti-money laundering
(AML)/Bank Secrecy Act (BSA), sanctions, FCPA and other anti-corruption, securities, tax, wire and mail fraud, unlicensed money transmitter, and sensitive employee
matters. Mr. Day’s practice also includes BSA/AML compliance counseling and due diligence, and the defense of forfeiture matters.

Prior to joining Gibson Dunn, Mr. Day spent 15 years as a white collar prosecutor with the U.S. Department of Justice (DOJ), serving most recently as an Acting Deputy
Assistant Attorney General of the DOJ’s Criminal Division, the highest level of career official in the Criminal Division. In this role, Mr. Day supervised more than 200
Criminal Division prosecutors and professionals tasked with investigating and prosecuting many of the country’s most significant and high-profile cases involving
allegations of corporate and financial misconduct. He also exercised nationwide supervisory authority over Bank Secrecy Act and money-laundering charges, deferred
prosecution agreements and non-prosecution agreements involving financial institutions.

Mr. Day previously served as Chief of the Money Laundering and Asset Recovery Section of the DOJ’s Criminal Division from 2014 to 2017 and as Principal Deputy
Chief from 2013 to 2014. During his tenure, he supervised 90 lawyers and managed investigations involving global financial institutions and enforcement of anti-
money laundering and sanctions laws. He also directed the Kleptocracy Initiative, an international corruption unit focused on safeguarding the U.S. financial system
from foreign bribe and corruption proceeds.

From 2005 through 2013, Mr. Day served as a deputy chief and trial attorney in the Public Integrity Section of the DOJ. During his tenure at the Public Integrity
Section, Mr. Day prosecuted and tried some of the Criminal Division’s most challenging cases, including the prosecutions of Jack Abramoff, a Member of Congress and
several chiefs of staff, a New York state supreme court judge, and other elected local officials. From 2003 to 2005, he served as an Honors Program Trial Attorney in
the DOJ’s Tax Division. Mr. Day also served overseas as the Justice Department’s Anti-Corruption Resident Legal Advisor in Serbia.

Mr. Day received a number of awards while at the DOJ, including the Attorney General’s Award for Distinguished Service, the second highest award for employee
performance; the Assistant Attorney General’s Award for Exceptional Service; and the Assistant Attorney General’s Award for Ensuring the Integrity of Government.

Mr. Day clerked for Chief United States District Court Judge Benson E. Legg of the District of Maryland. He earned his J.D. from the University of Virginia School of Law,
where he graduated in 2002 after winning first place in the Lile Moot Court Competition and being selected to receive the Margaret G. Hyde Graduation Award. He
graduated with honors and highest distinction from the University of Kansas in 1999 with a B.A. in Italian Literature and Humanities.
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Elizabeth Tranchina currently serves as Vice President and Special Counsel with Penn National Gaming, Inc. With 20 years of experience in the gaming
industry, Ms. Tranchina began her legal career as an Assistant Attorney General with the Louisiana Department of Justice, Gaming Division. As an Assistant
Attorney General, she provided legal counsel to the Louisiana State Police Casino Gaming Division and the Louisiana Gaming Control Board. Prior to starting at
Penn, she served as Vice President of Legal with Pinnacle Entertainment, Inc. Before joining Pinnacle, Ms. Tranchina held various levels of responsibility within
the legal department at Isle of Capri Casinos, Inc. focusing on gaming regulatory and compliance matters. From 2010 to 2013, she served as Vice President of
Legal Affairs with Peninsula Gaming. She served as the Corporate Compliance Officer at both Isle and Peninsula. Ms. Tranchina has experience with gaming
regulatory, licensing and compliance matters in Louisiana, Mississippi, Missouri, Iowa, Indiana, Kansas, Colorado, Florida, Pennsylvania, Nevada, the Bahamas
and the United Kingdom.

Ms. Tranchina is licensed to practice law in Louisiana. She is a member of the American Gaming Association’s Bank Secrecy Act working group that was
responsible for the development of the American Gaming Association’s “Best Practices for Anti-Money Laundering Compliance”. She is a member of the,
Louisiana State Bar Association, International Association of Gaming Advisors, and the Association of Corporate Counsel.

Speaking Engagements:

Nevada Bar/ American Gaming Assoc. BSA Conference- panelist 2015 & 2016

G2E Panelist- BSA casinos- 2015

Saratoga Institute for Equine Racing and Gaming Law – Panelist 2014 & 2015

G2E Panelist – IAGA Best Practices Institute - 2017
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Peggy Jacobs Vice President – Gaming Compliance serves as the AML Compliance Officer for the company’s 10 Las Vegas Strip properties and
works closely in a similar capacity with the Company’s 6 regional operations.

Ms. Jacobs joined the MGM Resorts Corporate Compliance team in 2011. It is in this role that she consolidated the Title 31 AML audit functions
into one central location. She has also spearheaded creating a Financial Investigations Department, which is primarily responsible for KYC/EDD
reviews and SAR related detection and reporting. Most recently, she played an active role in the American Gaming Association’s effort to create a
Best Practices document, in order for the gaming industry to more effectively comply with requirements of the Bank Secrecy Act (BSA). Prior to
assuming her corporate position, Ms. Jacobs was the Executive Director of Finance for the MGM Grand 2001 – 2011. Prior to that she started her
career in gaming in 1993 at The Mirage where she held positions in both finance and casino operations. She was responsible for planning and
executing an online Title 31 interactive training program. The program is specifically designed for each of the departments within MGM Resorts
International’s properties which were responsible for compliance with the federal laws relating to the reporting of currency transactions.

Ms. Jacobs also assists with system implementations, property openings, and business solutions throughout the Company. Ms. Jacobs played an
integral role in the opening of the MGM Grand Macau, and continues to provide support on compliance related issues. She authored the internal
control submission, as well as training and audit procedures to ensure compliance with the Gaming Inspection & Coordination Bureau of Macau.
More specifically she concentrated on the creation and implementation of MGM Grand Macau’s Anti Money Laundering processes and currency
reporting (ROVE).

Ms. Jacobs has been a speaker for the Institute of Internal Auditors, the Nevada Society of CPAs, and the American Gaming Association’s G2E
Gaming Expo. She served as a consultant for UNLV’s International Gaming Institute, and serves on the College of Southern Nevada’s Advisory
Board. In May, 2010 Ms. Jacobs co-authored with MGM Grand’s Senior Vice President and General Counsel, “Anti-Money Laundering (AML)
Programs and Nevada’s Casino Industry,” an article which appeared in the Financial Crimes Enforcement Network’s SAR Activity Review
publication.

Ms. Jacobs earned a Bachelor’s degree in Management from Bellevue University.
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